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Abstract

We have improved the network security of the SuperKEKB accelerator control network system. In the KEKB project,
the main server computers for the accelerator control were connected to both the KEKB-accelerator-control and the KEK-
laboratory networks. For SuperKEKB, the network configuration has been improved to enhance the network security, by
separating the accelerator control network from the KEK laboratory network. In this improvement, we construct the new
account system, install the firewall between the networks, and set up the new login server to access the accelerator control
network. Various network services are also reconstructed. In this paper, we report these improvements of the SuperKEKB

accelerator control network.
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Figure 1: Former network configuration.
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Figure 2: New network configuration.
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Figure 3: LDAP server layout, and LDAP data manage-
ment script.
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account account
uid userl userl
loginShell /bin/sh /bin/sh
uidNumber 501 501
gidNumber 500 [:> 500
homeDirectory /home/userl /home/userl
userPassword {crypt}123456 {crypt}123456
description C@Bmember) KEKBmember
uid /userZ user2
loginShell /bin/sh i1"l:|in,;"false
uidNumber 502 502
gidNumber 500 I:> 500
homeDirectory / /home/user2 f{noexist/user2
userPassword / {crypt}abcdef {crypt}NoLogin
description / C?mulation 0@ Simulation Only

Check “description” field. Overwrite to invalid values.

Figure 4: User account check by LDAP data manage-
ment script.
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